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I'm creating a multiple signed PDF with JSignPDF. I have an empty PDF file that I sign multiple times. Here is the minimum reproducible example of how I make the PDFs:

$ echo '' | base64 -d > /tmp/unsigned.pdf
$ md5sum /tmp/unsigned.pdf
496fe125de5af6d854633640b6c3f9c0  /tmp/unsigned.pdf


Then I generate a keystore with java keytool to make the signing keypair:

$ keytool -genkeypair -dname "cn=myname, ou=myunit, o=myorg, l=mycity, ST=mystate, c=US" -alias mykeystore -keyalg rsa -keystore /tmp/mykeystore.jks -storepass mypass -validity 365
Generating 3,072 bit RSA key pair and self-signed certificate (SHA384withRSA) with a validity of 365 days
        for: CN=myname, OU=myunit, O=myorg, L=mycity, ST=mystate, C=US


Then I sign the same PDF document multiple times (e.g.: 3 times) with this command:

$ jsignpdf /tmp/unsigned.pdf \
--l2-text '' \
--l4-text '' \
--out-directory /tmp/ \
--append \
--contact [email protected] \
--location mycity \
--reason myreason \
--certification-level NOT_CERTIFIED \
--hash-algorithm SHA256 \
--disable-assembly \
--disable-modify-content \
--disable-modify-annotations \
--disable-fill \
--keystore-file /tmp/mykeystore.jks \
--keystore-password mypass \
--keystore-type JKS \
--key-alias mykeystore
$ 
$ jsignpdf /tmp/unsigned_signed.pdf \
--l2-text '' \
--l4-text '' \
--out-directory /tmp/ \
--append \
--contact [email protected] \
--location mycity \
--reason myreason \
--certification-level NOT_CERTIFIED \
--hash-algorithm SHA256 \
--disable-assembly \
--disable-modify-content \
--disable-modify-annotations \
--disable-fill \
--keystore-file /tmp/mykeystore.jks \
--keystore-password mypass \
--keystore-type JKS \
--key-alias mykeystore


The result is these files:

	mykeystore.jks : the keystore
	unsigned.pdf : initial PDF file that is not signed yet
	unsigned_signed.pdf : signed 1x
	unsigned_signed_signed.pdf : signed 2x


The question is: I'm trying to get file unsigned_signed.pdf from unsigned_signed_signed.pdf via command line.

I can do it with Okular's GUI, by clicking 'show signature panel' > right click on 'rev.1' > click 'properties' > click button 'view signed version' > then click button 'save as' like in this picture (saved as '/tmp/Revision.pdf' by okular's default naming scheme)



I can confirm that /tmp/Revision.pdf and unsigned_signed.pdf is identical with their md5 hash:

$ md5sum /tmp/Revision.pdf 
a31e93031fa0df9889a99757c5533595  /tmp/Revision.pdf
$ md5sum /tmp/unsigned_signed.pdf 
a31e93031fa0df9889a99757c5533595  /tmp/unsigned_signed.pdf


Now, how do I achieve the same via command line only? What tool/program should I use to do that?

For testing purpose, here is base64 of those files (gzipped to comply with max character limit):

$ cat /tmp/unsigned.pdf | gzip | base64 -w0

$ cat /tmp/unsigned_signed.pdf | gzip | base64 -w0

$ cat /tmp/unsigned_signed_signed.pdf | gzip | base64 -w0

$ cat /tmp/mykeystore.jks | base64 -w0
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